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What is Proctortrack?

Proctortrack is a remote proctoring software designed with student’s privacy in mind. Using
a combination of Al and human review, Proctortrack ensures that no misconduct occurs.

Proctortrack records your exam, processes it, and sends the data for human review to
ensure no misconduct. Then, it’s delivered to your instructor or institution official for final
approval. Al won’t make decisions; a real person will.

How to download Proctortrack

To take your exam with Proctortrack, you’ll need to download and install the software.
There are two ways to access the download page: directly from Quercus, or through the link
sent via email (your instructor may or may not use this method). Note, you will have the
opportunity to download the software and practice launching Proctortrack with an
onboarding trial test prior to your actual exam.

Download from Quercus

1. Signinto Quercus and navigate to the Proctortrack item in the left navigation in your
course (exact full title may vary but you will see “Proctortrack” in the nav item)

2. Clickthe 'Go to Test' button on the Proctortrack Dashboard. This won’t start your
exam—it simply takes you to the download page.

<» Frocrorirack ® A Engish -
ny veriticiant

Total Tests:2 O Uploaded0 O Upload Failed 0~ Not Attempted 2 Onboarding Status: Not completed

ProctorTrack LTI 1.3
Nursing

Test List Onboarding Data Notifications

Status. Test

Test Name « Start Date 2 End Date =
0arding 2 Croarding A A To Test
est1 @iive 11 PM 1242025, 04:00 PM 0 To Test

Download via registration Email (optional)

Depending on your instructor, you may also/instead receive an email from no-
reply@verificient.com containing your exam details and the link to download Proctortrack.
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Exam Alert: You're Registered To Take Onboarding Using

Proctortrack
Hi John Doe!
totake the Here is what
youneed to know
Exam Details
Exam Name: Onboarding
LMS URL: htps verificient insiructure com
Next Steps:

4 “GoTo Test”

Follow the steps to check your identity and start the exam.

Both options will take you to the page to download Proctortrack. Select to install.

<© Proctortrack

Download Proctortrack and
get to your exam in four easy
steps.

1. Download and install Proctortrack B roctortrack
2. Open Proctortrack e et
3. Sign in into the portal

4. Navigate to the Proctortrack Student Dashboard and click “Go To
Test” Follow the steps to check your identity and start the exam

- Download Proctortrack Open Proctortrack

Install and open Proctortrack

After download, follow the installation process instructions.
You may receive a warning about the app being downloaded from the internet with an “Are

you sure you want to open it?” message. Proctortrack has gone through a privacy and
security review, and you can agree to open it.
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On a PCyou can open and run Proctortrack from your downloads folder (or wherever your

downloaded documents default to).

On a Mac you must drag the Proctortrack icon and drop it into the applications folder.

© Proctortrack Installer

Proctortrack Installation

Drag the Proctortrack Icon and drop it onto the Applications folder
icon below to complete the installation.

Proctortrack Applications

Launch Proctortrack

You can now open/launch Proctortrack from your computer and the app will open as a full

screen browser.

You will need to manually paste your Quercus course URL (e.g., from Chrome or other
preferred browser) into the address bar to proceed.

NOTE: You must include the https://

C_Z https://q.utoronto.ca/courses/385845/

— PRT100H F LECO101 » Modules

Copy the course url and paste into the Proctortrack browser
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Enter your institution website or Learning Management Systems (LMS) website address in the URL bar.
For example, enter the website address where you access your course materials, such as your institution’s website or Canvas, Moodle, or Blackboard.

https:/q.utoronto.ca/courses/385845/

Go

It will now ask you for your weblogin information once more (as though you were accessing
Quercus from a new browser).

You will be able to see you are in the Proctortrack browser as on the top left of your screen
it will say Proctortrack. Otherwise, the experience will look like your Quercus course —you
are now just in the secure Proctortrack browser.

o Proctortrack

< 2> 0

Mac Users Only - MacOS permissions

When you first install and launch Proctortrack on your mac, you'll be prompted to enable
several permissions in your system preferences (Camera, Microphone, Accessibility and
Screen Recording). Follow the on-screen instructions carefully to grant access. If you miss
a step, you can manually adjust these settings later by going to System Preferences >
Security & Privacy and ensuring Proctortrack has the necessary permissions under the
Privacy tab.
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o Proctortrack

Allow Proctortrack to a amera
Open Security & Privacy under System Pref |l track access to your camera and click on
“Done’. When prompted to quit, select "Lat

“Proctortrack” would like to
access the camera.

Proctortrack app requires camera
permissions to record video.

Don't Allow Allow -

MacOS permissions window:

When you click "Open Camera Settings," your Mac's system settings will appear, prompting
you to adjust camera permissions.

Occasionally, this window may open behind the Proctortrack app. If you don’t see it,
minimize Proctortrack, grant the permission, and then click Done.

MacOS permissions list:
Note: Depending on your operating system version, you may need to grant accessibility
access by clicking on the lock icon to unlock permission.

Camera

Screen Recordings
Microphone
Accessibility

PoOd-

Manage your browser

To prevent any technical issues, make sure 3rd party cookies are enabled and JavaScript is
enabled before starting the test. Itis considered best practice to check these settings in
both your primary (Google Chrome) and secondary back-up (Firefox) browsers.

Manage third-party cookies

> Open Chrome on your computer.

> Click the Chrome menu icon (three dots in the upper right)
> Navigate to "Privacy and Security,

> Select "Third-party cookies.
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> Choose the option to allow third-party cookies.

Enable JavaScript

Open Chrome on your computer.
Click Settings.

Click Privacy and Security.

Click Site settings.

Click JavaScript.

Select Sites can use Javascript.

V V. V V V V

Onboarding Test (mandatory)

Take the onboarding test before the exam (see steps below, they will be the same as
taking the actual exam)

Complete the Onboarding Test to create your Proctortrack profile and check your
computer's technical requirements. Human review of your profile can take up to 8 hours,
and you'll be notified via email. To avoid last-minute issues, use the same laptop for both
onboarding and the exam. Finish this step well in advance.

When should | complete onboarding?

Itis important that you onboard as soon as possible, at least 10 days prior to your exam,
to ensure you have enough time to fix any problems with your computer or onboarding
profile well before your first assessment. You can find the onboarding test in the
Proctortrack Dashboard in Quercus.

Time to process Onboarding
It will take 4-8 hours for your onboarding assessment to be processed.

If you fail your onboarding assessment profile you will receive an email from no-
reply@verificient.com notifying you that your onboarding assessment profile has been
rejected along with the relevant reason. You are also able to check your onboarding status
in the Proctortrack Dashboard.

Common reasons for failing onboarding are:

o Invalid photo ID

o Name was not legible in ID.

o Name did not match with ID
o Photo ID scan not captured

J Invalid facial scan

o Facial scan not captured
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J Improper room lighting
Please note that your ID should match with the name registered for the exam.

Acceptable IDs include: driver’s license, Canadian provincial and territorial photo
cards (ex. Purple Ontario Photo Card), permanent resident card, or passport.
Temporary IDs for expired documents in process of renewal and health cards will not
be accepted.

How to check the onboarding status

Once your data is processed, the results will be shown on the Proctortrack Student
Dashboard and you will receive an email from noreply@verificient.com. If onboarding is
rejected, the email will include details of why the onboarding test was not accepted and
advise you to retake the onboarding test.

Scheduling your Exam (if applicable)

The SCS Exam office will email you in advance with instructions that will outline if you are
required to schedule your exam.

Once you have passed/approved the Onboarding Test (your profile is approved), the ability
to schedule your exam will appear, if your exam requires scheduling. Click on “Schedule”
to select a time to take your exam. Please schedule your final exam timeslot as soon as you
are notified that you have passed the Onboarding Test. There may be limited choice of time
slots closer to the exam date.

You must schedule your final exam at least 7 days before the exam date. If you do not
schedule your exam, you will not be able to write and will be considered a no show.

Taking the Exam

Once your profile is approved you can take the exam at the time the exam is scheduled.
Proctortrack verifies your identity at the start of each exam and compares it with your
onboarding profile to ensure the right person is taking the test. It may also require a Room
Scan if requested by your institution, ensure a quiet uncluttered testing environment.

Go To Test

Select “Go to Test” from your Quercus test page in the Proctortrack browser.

Onboarding Quiz - Testing App Jan 01-02-2025, 12:00 AM 01-31-2025, 11:59 PM bﬂoTDT-I
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Your will now begin the onboarding process proper. The first screen will be guidelines for a
proper setting to write the test. Read through and select “Next”

rrrrrrrrr

Let's Get Started

Set Up a Proper Testing Environment for a High Integrity Score.
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System check

The app will perform a system check to ensure your setup is ready for the exam. If any
unauthorized applications or devices are detected, they will be closed. Ensure that only
one monitor, keyboard, and mouse are connected to your system.

As the system check begins a policy agreement will pop up. Do provide consent to
continue.
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This test sponsor uses a third-party vendor, Verificient Technologies Inc., to perform remote ID verification and proctoring services.

By checking this box:

« | agree to Verificient’s Terms of Service and acknowledge that Verificient processes my personal data in accordance with its Privacy Policy and
« | consent to Verificient collecting, processing, and storing my biometric data for the purpose of verifying my identity on behalf of the academic
institution or organization as test sponsors as described in Verificient's Privacy Policy, which also explains how to revoke this consent.

All exam sessions are recorded by Verificient as outlined in its Privacy Policy.

*Note: Despite what is set out above, for University of Toronto Stud the University of Toronto (test sponsor) End User Privacy Statements take precedence over the Verificient
Technologies End User Privacy Policy referenced above (and as may be posted elsewhere by Verificient).

> @ | confirm my consent, agreement, and acknowledgment as described above

Submit

The full systems check will then continue. If you receive a warning about the software being
unable to automatically close applications, you can select “Retry” to automatically try
again, or first manually close applications and then retry the systems check.

System check in progress

We are now checking:

© Proctortrack

Unauthorized apps detected

These applications are not allowed during the test and will automatically be closed in [180] seconds

> System

Unauthorized Applications:
1. Zoom
2. Skype

3. Acrobat Pro
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Identity Scans

The app will guide you through identity verification step including Face scan and ID Scan.
Your institution may also require a Room Scan.

Rest assured, all scans are securely handled, and your privacy is a top priority—data is only
used for exam authentication and is fully protected.

© Proctortrack

Look forward for 3 seconds

Face Scan

ID Scan Room Scan
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Identity Scans Review

Ensure you upload your best ID Card shot, especially for the ID Scan during onboarding. An
onboarding with a blurred or illegible ID can lead to rejection, requiring you to retake the
onboarding process.

Is your full name readable and
your photo clear?

+ The name on your ID card must match your legal name
+ Make sure the image is free from blurriness, shadows, and glare

Examples:

[ X 2

Room Scan (not all exams will require a room scan)

During a room scan you need to show a clear view of your entire workspace, your monitor,
laptop, desktop, and the area behind them.

You will also need to show that no cables are attached to your laptop and that only one
keyboard and one mouse are present.

The video you upload will be sent to your instructor for review when you complete your

exam.
If you use a laptop with an in-built webcam, you can use a mirror to display your monitor

and desktop.
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Exam Guidelines

Before starting your exam, the app will display important exam guidelines to help you
understand what is allowed and not allowed during the test as set by your instructor. They
cover everything from permitted materials to behavior during the exam. You’ll have a
chance to review them so you can familiarize yourself with the rules and ensure a smooth
testing experience. When you click on Start Proctoring, the app takes you to the test page.

arefully review the guidelines below to understand what is allowed during the test. By selecting ‘Start Proctoring! you'll begin the recording process.

iot Allowed

Physical Books are Not Allowed X Online and Digital Resources are Not Allowed X Digital Note-Taking is Not Allowed
X Handwritten notes / using erasable whiteboard are Not Aliowed . Headphones are Not Allowed % Scanning or Taking Pictures with Your Phone Not Allowed

Scanning or Uploading Documents Not Allowed X Short Breaks are Not Allowed X Food and Drinks are Not Allowed

Physical Calculators Not Allowed On-Screen Calcufators Not Allowed X Watches and Smart Watches are Not Allowed

X | Printing Not Allowed X Copy/Paste s Not Allowed X Print Screen Disabled

X | Multiple Monitors not alowed
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Test Page

After clicking Start Proctoring, you will lend on the test page and you can start the exam. If
your exam requires an access code or password, a pop-up will appear with the option to
copy it.

Copy Access Code/Exam Password

This exam requires an Access Code/Exam Password. Use the
button below to copy the code to your clipboard, then paste
it into the Access Code/Exam Password input field. The
access code can also be copied using the key icon at the top

of your video tool.
< Copy Code/ Password >

Take the test as you would complete any test in Quercus. Be sure to submit your completed
test by selecting “Submit Quiz”

End Proctoring

Click on End Proctoring symbol at the top right of the application to conclude the
monitoring session.
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BFA test 2024
Sarted: 14 At 346
Quiz instructions

This action will initiate the upload of your exam data, you will see a warning pop up to be
sure you have submitted your test.

Are you sure you want to end proctoring?

If you quit proctoring, your test page will close. Make sure to
submit your test first. . Si

Return to Test End Proctoring

——

An upload progress will display. Once it has uploaded you are finished and can quit (and
uninstall) the application.

Test complete! Upload in progress.

Please wait for upload to complete before exiting. Test cannot be scored if upload is not complete.

75%

The upload speed depends on your network.
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Need Help?

If you experience technical difficulties through the Proctortrack launching or proctor connection

process:
e Youcancall1(844) 753-2020 or go to www.proctortrack.com/support for

additional information and live chat. This is the fastest and most responsive way
to connect with Proctortrack Support.

If you continue to experience issues, ensure you do the following:

o Please email elearning@utoronto.ca to notify the SCS Learning
Innovation Support Team.

o Course code with section number

o Date and time problem occurred

o Brief description of the problem

o Operating system used (Windows 10, Mac OS X Leopard, etc.)
o Browser used and version (e.g., Chrome 101)

o Connection —Wired or Wireless or Other

o A screenshot (instructions for Windows and Mac)

e Ifyouemailelearning@utoronto.ca during support hours (9am-9pm ET on
exam days), we will follow up with you regarding next steps to ensure you
are able to complete your exam.

e |Ifitis outside of our support hours, we will get back to you on the next
business day.

For general questions about your exam, before or after the exam date, please email
the SCS Exam Office at scs.dlp@utoronto.ca


http://www.proctortrack.com/support
mailto:elearning@utoronto.ca
mailto:elearning@utoronto.ca
mailto:scs.dlp@utoronto.ca
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